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Abstract—Internet of Things is a paradigm referring to the 

pervasive presence of a network of things and objects that 

are able to interact, and cooperate with each other. This 

paradigm also suggests that in the future these objects can 

produce large amount of data to the Internet, and other 

network applications. It was predicted that the amount of 

data produced by things can exceed data produced by 

human in the near future due to rapid advancements in 

technology. At present, realizing truly Internet of Things is 

hindered by differences in government policies. In order to 

eliminate the limitation hindering the actualization of the 

Internet of Things, we proposed a framework that might 

lead to the universal standardization of the Internet of 

Things. With little additional information, our proposal has 

the potentials of being use to totally circumvent the current 

limitations.  

 

Index Terms—Internet of Things, enabling technologies, 

wireless sensor networks, standardization issues 

 

I. INTRODUCTION 

Internet of Things (ToT) is a concept that encompasses 

a variety of technologies and research areas that aim to 

extend the existing Internet to real-world objects. Over 

the years, the phone, the fridge, and the Television (TV) 

where each distinct device, manufactured in a different 

environments. Technological advances have made it 

possible for those devices to be connected together 

throughout the world [1]. 

Ideally, the Internet of things is to connect every aspect 

of our lives ranging from homes, cars, the objects that 

people wear, and the consumable goods including the ice 

machines. Lack of unifying standard is limiting the 

success of the Internet of things [2]. 

Interoperability between multiple devices is quickly 

becoming a common feature as people try to build their 
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own ‘Internet of Things’—getting all their smart devices 

to be connected to the cloud. Once they buy the device on 

Kickstarter, they can easily enjoy the remote control 

ability, and automation afforded for a while. They found 

a lot of vendors selling devices that are connected to 

services such as the Internet.  Some vendors offered open 

source clients but still tied the devices to their service. 

They intend to connect devices together with multiple 

services such as the combination of home, environmental 

control, energy management, water, garden, and livestock 

automation. This requires multiple devices connected 

together by algorithms, controlling valves, doors, fans, 

lights, blinds, batteries, among others [3]. The Internet of 

Things extends communications beyond the traditional 

boundaries. Refrigerators, washing machines, vending 

machines, and containers, previously considered as 

unrelated to communications, can now be networked with 

intelligent communication modules. As more devices are 

added into communication networks, ubiquitous networks 

will take shape, and grow [1]. On the internet of today, 

nearly all information is originated from humans, by 

typing text, taking digital pictures or in some other form 

of recording information. But in the visions of a new era 

of ubiquity, humans may become the minorities as data 

generators, and receivers as everyday objects start using 

the networks [2]. However, the success of it strongly 

depends on standardization [3]. Very often, the vertically 

integrated devices, and services do not allow all the 

devices to be connected because they were not built on a 

standard that was interoperable [3]. A service known as 

IF This Than That (IFTTT) which has a software 

connector that hook up to the application interfaces APIs 

of some popular IoT services, and provides a rule engine 

to apply simple logic predicates to conditions, and 

generate actions whereas it is not sufficient for the 

general use case [4]. In addition, the design of standards 

for IoT needs to consider efficient and judicial use of 
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energy, and network capacity as well as respecting other 

constraints such as those existing regulations that restrict 

permitted frequency bands, and power levels for radio 

frequency communications [3]. 

There are many IoT technologies that exist today as 

reported in the EU–action plan for Europe: web-enabled 

mobile phones equipped with cameras or Near-Field 

Communication, unique serial numbers on 

pharmaceutical products, smart electrical monitoring 

systems, and intelligent objects used in retail, 

manufacturing, and logistics [5]. In Finland, cellular-

based energy metering has been widely used by utility 

companies for a decade [3]. These applications use 

technologies like Radio Frequency Identification RFID, 

Near Field Communication (NFC), 2D barcodes2D 

(connect physical objects to digital content via your 

Smartphone), wireless sensors, and actuators, Internet 

Protocol Version 6 (Ipv6) and ultra wideband or 3/4G 

(three and fourth generation of cellular networks) that are 

regarded as key technologies in future it deployments [6]. 

Despite the attempts made in suggesting solutions for 

compatibility, and standardization problems in IoT. Yet, 

at the current phase of the IoT, most applications are still 

independent, and deployed for specific users [7]. 

The current approach does not include a user system as 

there is a wave of new devices, and services coming to 

the market, and decision support that will allow 

government policies to be influenced by filtering the 

information supplied by the user of the system based on 

its requirement, and specifications. This has contributed 

to the slow development of the IoT standards as it’s the 

core ingredient for interconnectivity.  

Therefore, some features need to be added into the 

existing models of IoT standard to handle its constraints.  

In this paper, we proposed a framework which 

circumvents the current limitations in IoT that might lead 

to actualization of universal standardization for IoT. 

The rest of this paper is organized as follows: Section 

2 provides a description of enabling technologies that 

describe the IoT infrastructure. Section 3 presents an 

explanation of the emergence of standards and challenges. 

Section 4 introduces existing standardization. Section 5 

provides the propose approach, and finally, concluding 

remarks is presented in section 6. 

II. ENABLING TECHNOLOGY 

The IoT relies on several enabling technologies that 

together create a bridge between virtual, and physical 

world. Those technologies include identification, sensing, 

embedded information processing, actuation, 

communication, and address ability, localization, and user 

interfaces [5]: 

A. Identification 

In the vision of IoT, things have a digital identity 

(described by unique identifiers), are identified with a 

digital name, and the relationships among things can be 

specified in the digital domain [8] and Radio Frequency 

Identification (RFID) offers the required functionality [9] 

Automatic identification technologies such as RFID are 

fundamental to the realization of the IoT, because they 

enable ‘‘things’’ to be linked with their virtual identity on 

the Internet. The RFID tags attached to the objects expose 

unique identification numbers that can be read wirelessly 

by interrogating devices. The interrogating devices are 

used to obtain information related to individual instances 

of objects managed by the network back-end systems 

[10]. In its simplest form, RFID is a concept similar to 

barcode technology, but without requiring a direct 

visibility of the monitored entities. Just like bar code 

systems require a proper optical reader and special tags 

applied to products, RFID needs reader equipment, and 

special tags or cards attached to the products as shown in 

Fig. 1 for tracking purposes. 

 

Figure 1.  RFID reader block diagram[10] 

The RFID has a long history, and is part of the 

technological revolution in the internet and mobile 

devices. The RFID enables quick payment of tolls and 

quick identification of items. In addition, RFID provides 

benefits, such as tracking assets, monitoring conditions 

for safety, and helping to prevent counterfeiting. The 

RFID contain three basic components including: The first 

is the RFID tag that is attached to an asset or item. The 

tag contains information about that asset or item and also 

may incorporate sensors. The second component is the 

RFID interrogator, which communicates with (also called 

interrogating) the RFID tags. The third component is the 

backend system responsible for providing links to the 

RFID interrogators to a centralized database. The 

centralized database contains additional information, such 

as the price for each RFID tagged item. The RFID 

technologies can be classified into three categories: 

passive RFID, active RFID, and semi passive RFID. 

Based on the radio frequency used, the passive RFID 

technologies are usually categorized into low frequency 

(LF) RFID, high frequency (HF) RFID, ultra high 

frequency (UHF) RFID, and microwave (MW) RFID. 

An RFID system may consist of several components: tags 

transponders, tag readers, antenna, and interface as shown 

in Fig. 2. In a typical RFID system, individual objects are 

equipped with a small, inexpensive tag. The tag contains 

a transponder with a digital memory chip that is given a 

unique electronic product code. The interrogator, an 

antenna packaged with a transceiver and decoder, emits a 

signal activating the RFID tag so it can read and write 

data to it. When an RFID tag passes through the 

electromagnetic zone, it detects the reader’s activation 

signal. The reader decodes the data encoded in the tag’s 

integrated circuit, and the data is passed to the host 

computer (see Fig. 2). System features can be 

differentiated by operation type, amount of data, 

programmability, data carrier’s operating principle, 
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frequency range, data transfer type and response 

frequency [11]. 

 

Figure 2.  Tag, reader and host computer[10] 

B.  Sensing and Embedded Information Processing 

In co-operation with RFID systems, sensor networks 

have been proposed in several application scenarios of 

IoT. Sensor networks can augment the awareness of an 

environment by tracking the status of things [2]. 

Sensor networks can also play a crucial role in the IoT. 

In fact, they can cooperate with RFID systems to suitably 

track the status of things, i.e., their location, temperature, 

movements, etc. as such, they can augment the awareness 

of a certain environment and, thus, act as a further bridge 

between physical and digital world. Sensor networks 

consist of a certain number of sensing nodes 

communicating in a wireless multi-hop fashion. Usually 

the nodes report the results of their sensing to a small 

number (in most cases, only one) of special nodes called 

sinks. A large scientific literature has been produced on 

sensor networks in the recent years, addressing several 

problems at all layers of the protocol stack. Design 

objectives of the proposed solutions are energy efficiency, 

scalability, reliability, and robustness [9]. 

Today, most of commercial WSN solutions are based 

on the IEEE 802.15.4 standard, which defines the 

physical and medium access control MAC layers for low-

power, low bit rate communications in wireless personal 

area networks (WPAN). The IEEE 802.15.4 does not 

include the specification of the protocol stack that is 

necessary for the seamless integration of sensor nodes 

into the Internet. Integration of sensing technologies into 

passive RFID tags would enable a lot of completely new 

applications into the IoT context, especially in the e-

health area [12].  

Table I compares the characteristics of RFID systems, 

WSN, and RFID sensor networks (RSN). 

 

TABLE I.  CHARACTERISTICS OF RFID SYSTEMS, WSN AND RADIO SENSOR NETWORKS (RSN) [14] 

S/No.  Processing Sensing Communication Range(m) Power lifetime Size Standard 

1 RFID No No Asymmetric 10 Harvested Indefinite Very small 
ISO18000 

IEEE802.15.4 

None 

2 WSN Yes Yes Peer-to-Peer 100  <3 years Small  

3 RSN Yes Yes Asymmetric 3 
Battery 

Harvested 
Indefinite Small  

 

C. Middleware 

The middleware is a software layer or a set of sub-

layers interposed between the technological and the 

application levels. Its feature of hiding the details of 

different technologies is fundamental to exempt the 

programmer from issues that are not directly pertinent to 

the programmers focus developing specific application. 

The middleware is gaining more and more popularity in 

the last years due to its major role in simplifying the 

development of new services and the integration of 

legacy technologies into new ones. This exempts the 

programmers from the exact knowledge of the variegate 

set of technologies adopted by the lower layers. 

As it happens in other contexts, the middleware 

architectures proposed in the last years for the IoT often 

follow the Service Oriented Architecture (SOA) approach. 

The adoption of the SOA principles allows for 

decomposing complex, and monolithic systems into 

applications consisting of an ecosystem of simpler, and 

well-defined components. The use of common interfaces 

and standard protocols gives a horizontal view of 

enterprise systems. Thus, the development of business 

processes enabled by the SOA is the result of the process 

of designing workflows of coordinated services, which 

eventually are associated with objects actions. 

Advantages of the SOA approach are recognized in most 

studies on middleware solutions for IoT. The need of a 

layered model lead to the definition of a middleware 

sketch that defines the functionalities address in the past 

works dealing with IoT middleware issues [2]. This 

sketch consists of five layers which include: applications, 

service composition, service management, object 

abstraction & objects. In addition, the sketch deals with 

trust, privacy, and security management that concerns all 

layers as shown in Fig. 3. 

 

Figure 3.  SOA-based architecture for the IoT middleware[3] 

D. Communication 

IoT applications form an extensive set of demands for 

communication technology. In other words, they create a 

design space with many dimensions that need to be taken 

into consideration. These areas include deployment, 

mobility, cost heterogeneity communication modality, 

infrastructure, network topology, coverage, connectivity, 

network size, lifetime, and other quality of service 

requirements [13]. 
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III. EMERGENCE OF STANDARDS 

Development of standards focuses on designs that 

support a wide range of applications. Standards should 

also serve the requirements of different application 

domains such as variety of industry sectors, society, 

environment, and individuals [14]. 

A. Mandates for Standardization 

The machine-to-machine (M2M) standardization 

efforts in Europe are conducted by the European 

Telecommunications Standards Institute (ETSI). The 

ETSI has formed a M2M Technical Committee to 

conduct standardization activities relevant to M2M 

systems, and sensor networks [15]. The European 

commission has created a mandate to European 

Committee for Standardization (ECS), European 

Committee for Electro technical Standardization 

(CENELEC), and ETSI for development of an open 

architecture for utility meters. The mandates general 

objective was to ensure interoperability, and raise the 

customer’s awareness of actual consumption in order to 

allow timely adaptation to their demands. The stated 

objectives were achieved through ensuring European 

standards that enable interoperability of utility meters. 

Also, it will require interoperability enabling 

communication protocols to be included in the 

architecture [16, 17]. 

B. Horizontal Solutions 

The infrastructural view point of IoT is one of the 

biggest challenges related to sharing of infrastructures. 

Different industries that utilized IoT applications are 

called verticals. To reach high efficiency, and feasibility 

of many business models, there is a demand in IoT 

architectural development, for horizontal service 

components that are generic across those different 

vertical industries [9]. 

A proposal for main application domains of IoT 

includes: industry, environment, and the society. The 

Industries comprises of manufacturing, logistics, banking 

etc. environment encompassed of agriculture, recycling, 

and energy management. Finally, society deals with 

governmental issues such as services, societal structures, 

and e-inclusion. These application domains have different 

goals whereas their requirements are not significantly 

different. [10]. 

The research objective of IoT has two points of view 

on vertical applications. First, is to analyze existing 

vertical applications to develop horizontal service that 

enables architecture. Secondly, to investigate potential 

novel applications enable by the architecture. Research of 

the first point of view selects vertical application areas as 

use scenarios that are studied in detail. 

To understand the commonalities of vertical 

applications, and to identify possible horizontal 

components for IoT architecture. In the second point of 

view, the research focuses on new services, and 

applications enable by IoT, as these new services, and 

applications will be supported by underlying horizontal 

components [8]. 

C. Constraints towards Global Standardization 

In IoT standard design, there are some special areas 

that need to be considered for ensuring global 

interoperability. Some of the areas also have constraints 

concerning existing regulations. An example of such 

restriction is permitted frequency bands, and power levels 

for radio frequency communications that needs to be 

addressed for all devices that make use of radio spectrum 

[3]. 

In the field of IoT, RFID suffer from complexity 

typically caused by different spectrum allocations around 

the world. The RFID frequencies collide with 

telecommunications bandwidths in different continents, 

since North American, Asian, and European bandwidth 

differ. In the United States, and Canada, the RFID 

systems could be allocated to UHF frequency band from 

902to 928MHz, but outside North America frequency 

bands around 915Mhzwhich is almost exclusively used 

for wireless communications. In Europe, ETSI has 

released a 2MHz UHF band for RFID use between 865.6 

to 867.6. Japan's2Mhz allocation for RFID is between 

953 to 954MHz. These differences in RFID bandwidths 

across different areas add a substantial amount of 

complexity for RFID applications that are intended to 

have global functionality [17]. 

IV. EXISTING STANDARDIZATION 

There are several bodies providing standardization in 

the field of IoT. In this section, the most influential 

standard providers including electronic product code 

(EPCglobal), ETSI, and IETF are discussed. 

A. Electronic Product Code Global Standards 

The EPCglobal is an activity is a non-profit standards 

organization focusing on standards, and solutions that 

improve the efficiency, and transparency of supply and 

demand chains. The EPCglobal supports the global 

adaptation of Electronic Product Code (EPC) and related 

industry driven standards. To achieve this, EPCglobal has 

created an architectural framework comprising of 

interrelated hardware, software, and data standards. The 

EPCglobal delegates as well as others operate a shared 

network service called EPC Network Services to create 

compatibility with EPCglobal Standards [18]. 

The EPCglobal framework standards define the norms 

for hardware, software, and data interface. The function 

of EPCglobal standards is to provide normative guidance 

for the behavior of interfaces between components. But 

innovation in the product implementation is free, as long 

as they implement EPCglobal interface standards 

correctly [19]. The EPCglobal framework activities can 

be divided into three parts (see Table II). The division is 

not static it can be helpful for understanding the scope, 

and overall organization. 

B. European Telecommunications Standards Institute 

(ETSI) Standards 

The M2M is a leading paradigm towards IoT, but very 

little standardization for it can be found in the literature. 

Instead, multiplicity of current solutions used standard 

Internet, Web, and Cellular technologies [2]. 
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As a classical definition, the M2M refers to common 

wireless and wired technologies that allow systems and 

devices to communicate with each other. The M2M 

captures events using devices such as sensors or meters. 

This data is then relayed through a network to an 

application. Application translates this data into 

meaningful information. In IoT clusters of devices form 

M2M networks that are connected to its infrastructure 

which is the traditional Internet of people [16].The ETSI 

has published several standards concerning M2M as 

reported in Table III and Table IV. 

TABLE II.  EPCGLOBAL ARCHITECTURE FRAMEWORK COMPONENTS 

S/No. Activity Standard Status 

1 
Object 

Exchange 

UHF Class 0 Gen 1 Tag Air 

Interface 

Not a 
EPCglobal 

standard 

UHF Class 1 Gen 1 Tag Air 

Interface 

Not a 

EPCglobal 
standard 

HF Class 1 Gen 1 Tag Air 

Interface 

Not a 

EPCglobal 
standard 

UHF Class 1 Gen 2 Tag Air 

Interface v1.1.0 
Ratified 

UHF Class 1 Gen 2 Tag Air 
Interface v1.2.0 

Ratified 

2 Infrastructure 

HF Class 1 Tag Air Interface 
In 

Development 

EPC Tag Data Standard Ratified 

Low Level Reader Protocol Ratified 

Reader Management Ratified 

Discovery, Configuration and 

Initialization (DCI) for Reader 

Operations Translation 

In 
Development 

Application Level Events (ALE) Ratified 

EPCIS Capture Interface Ratified 

EPCIS Data Standard Ratified 

3 Data Exchange 

Core Business Vocabulary Ratified 

EPCIS Query Interface Ratified 

ONS Discovery Services 
In 

Development 

Note: Object Name Service (ONS) 

C. Internet Engineering Task Force (IETF) Standards 

IETF is the open recognized International Standards 

Organization (ISO) in charge of standardizing the IP 

protocols. The IETF is organized into working groups 

that work on several areas including routing, transport, 

and security. Three IETF working groups are currently 

working on standards for IP protocol for smart objects: 

Low power Wireless Personal Area Networks 

(6LowPAN), (Ipv6 over IEEE 802.15.4), Routing over 

Low power and Lossy networks (ROLL) and Constrained 

Rest full Environments (CoRE) working group (working 

on CoAP protocol) [20]. 

To promote the Internet Protocol as the network 

technology for Smart Objects and support for IETF 

standardization work in this field, IP for Smart Objects 

(IPSO) Alliance was formed in 2008 by 25 founding 

companies [12]. It is stated in the IPSO white paper that 

IP has proven to be flexible, scalable, efficient and open 

based networking technology. Therefore, it can meet the 

requirements of highly constrained smart object networks. 

This is added to the progress in low-cost embedded 

devices are the reason why IPSO believes IP is the 

technology that makes IoT a reality [20]. 

TABLE III.  LIST OF ETSI MACHINE-TO-MACHINE COMMUNICATION 

STANDARDS 

S/No. Standard No Title Scope 

1 
TS 102 689 

TS 102 92 

M2M Service 

Requirements 
mIa, dIa and 

mId interfaces 

Describes the end to end system 

requirements in terms of 

Capabilities, for supporting M2M 
communication services. 

Specification of mIa, dIa and mId 

interfaces as for ETSI TS 
102 690, in terms of 

protocols/API, the data model, 

and the encoding. 

2 
DTR/M2 M-

00004 

M2M 

definitions 

Specification of mIa, dIa and mId 
interfaces as for ETSI TS 102 690, 

in terms of protocols/API, the data 
model, and the encoding. 

3 TS 102 690 
Functional 

Architecture 

Describes the M2M functional 

architecture to deliver M2M 

services to applications. 

4 TR 102691 
Smart Metering 

Use Cases 

Technical Report that collects the 

use cases which have been 

identified for the Smart Metering 
applications. 

Note: mIa, dIa and mId areM2M communication interfaces 

 

TABLE IV.  OVERVIEW OF EXISTING STANDARDS 

      

       

     
 

 

  

      

 

  

 
 

 

V. THE FRAMEWORK FOR REALIZING THE UNIVERSAL 

STANDARDIZATION AND COMPATIBILITY FOR IOT 

Standards are like unseen forces, something beyond 

human think when it comes to functional technology. The 

standardization is absolutely critical in deploying it into 

practice. Therefore, some features needs to be added into 

the existing models of IoT standard to handle its 

constraints.  What we suggest is for the industries come
 

together on a common platform, and decide on a common 
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1 EPCglobal Electronic Product Code Vertical Early Ratified and in production use

2 ETSI M2M Standards Horizontal Early/Late

Communications: publication 2011

Functional architecture: publication 2011

Smart metering use cases: publication 2010

3 IETF IP Protocol for Smart Objects Horizontal Late

M2M definitions: stable draft 2012

mIa, dIa and mIdinterfaces: publication 2012
Late 6LowPAN: proposed

Standard RPL: proposed standard

CoAP: in developmen
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platform that allow device manufacture by different 

companies to interact in a network. Organizations are to 

comply with their technologies to operate on standards, 

and best practices, so that interoperability across 

organizations can be possible. A gadget maker should be 

able to build a device that connects to the Internet of 

things without a specific carrier and management 

platform or a specific application server in mind. This can 

be achieved by adding a user system. Considering the 

users as subjects which are able to modify and possibly 

create their own tools in order to communicate, 

collaborate and share resources. The user should be at the 

center of this system and not at the end.  

This means that there should be a user-driven system 

for filtering the information. If such compliance is given, 

an ecosystem forms, in which every stakeholder can 

create new businesses that “interoperate” with already 

existing businesses. 

 

 

Figure 4.  The framework for universal standardization 

The IoT-A architectural reference model Provides best 

practices to the organizations so that they can create 

compliant IoT standard in different application domains. 

Where application domains are overlapping, the 

compliance to another thing needed is the decision 

support system, based on the existing solutions of IoT 

Where application domains are overlapping, the 

compliance to the IoT architecture, this will bring 

synergies that will affect government policy of different 

countries to agree on a global interoperability particularly 

for things and devices that make use of radio spectrum. 

That will enable communication between radio-frequency 

identification (RFID), non-RFID on the single flat form. 

As we start to see more and more connection of the things 

integrate into our daily lives, we will know that the 

necessary standards let our fridge talk to our phone; or 

our car drive us to work, have been put in place to make 

it all work. The entire framework is presented in Fig. 4. 

VI. CONCLUSIONS 

The IoT is relatively a novel concept introduced in the 

last decade. The IoT is presently gaining popularity in the 

academia and the industry. We present limitations in IoT 

and recent advances towards achieving ubiquitous 

computing. The paper proposes a framework that can 

circumvent the current limitations in the IoT, by adding 

features in the existing model based on the afore research 

regults [21, 22]. Our proposal has the potentials of being 

used to realize the universal standardization when little 

information is added. Further work will include the 

simulations of the propose framework and possible pilot 

test in a controlled environment. 
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